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Abstract: In this paper we propose a strategy to detect covert attacks on cyber-physical systems
by extending the original plant with an auxiliary system. This auxiliary system is designed as
a Markovian jump system. A detection system composed by a Kalman filter is presented. The
efficacy of the proposed method is illustrated by a simulation example.
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1. INTRODUCTION

The advancement of researches in the areas of control,
computing and communication has boost the emergence of
complex and intelligent technologies. One of them are the
so called cyber-physical systems (CPS) which are systems
that integrate virtual networking and the physical world.

A class of CPS is industrial control systems (ICS), which
are used for measure and control procedures in the man-
ufacturing industry and in critical infrastructures, such as
energy and water (Schellenberger and Zhang, 2017). The
security and integrity of these systems must be guaranteed,
since they are highly distributed and their communication
is frequently performed by computer networks, making
these systems be more sensitive to invasions by hackers.

Nowadays, the most usual application of CPSs is, un-
doubtedly, in an industrial environment. Industrial control
systems include Supervisory Control and Data Acquisition
(SCADA) systems, Distributed Control Systems (DCS),
and other configurations such as Programmable Logic
Controllers (PLCs).

The first relevant case of a cyber attack to a control system
happened on 2010 and it was caused by the Stuxnet virus,
whose target were Siemens PLCs. Once a computer was
contaminated by the virus, the invaders would get access
to the software used to program the PLC. Meanwhile, a
Replay Attack was used to hide Stuxnet actions (Hoehn
and Zhang, 2016). Since the events caused by Stuxnet, con-
trol systems have become an increasingly frequent target
of invasions, thus the necessity for developing strategies
for detecting cyber attacks on CPS.

* This research was supported by the Brazilian National Research
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2016/21120-2 and 2019/25530-9.
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It is possible to find in the literature several works that
address detection methods for CPS exposed to different
types of virtual attacks, such as in Gdes et al. (2017),
Li et al. (2018), Pessim and Lacerda (2021), Abbadi and
Jamouli (2019), Cao et al. (2020) and Zhao et al. (2020).

The most sophisticated attack nowadays in terms of con-
trol systems is the covert attack. This type attack requires
complete knowledge of the plant as well as full access
to input control signals and data collected by sensors
transmitted over the network (Hoehn and Zhang, 2016).
The idea behind this attack is to exploit the linearity of the
plant so that the attack’s input and output effects cancel
each other out. In other words, the additive attack signal
at the input is canceled by calculating its influence on the
plant output and the resulting value is, then, subtracted
from the sensor readings, which makes this type of attack
almost impossible to detect.

One approach to detect covert attacks is by avoiding
that the invaders obtain total knowledge of the system
dynamics. In Hoehn and Zhang (2016), the authors utilize
a time-varying modulation matrix to alter the behavior
of the system’s input preventing the hacker from having
perfect knowledge of the plant and therefore allowing their
covert attack to be detectable. The strategy proposed in
Schellenberger and Zhang (2017) is based on implementing
a switched auxiliary system as an extension of the original
plant, whose dynamics changes at random time instants
to prevent the invader from obtaining a perfect model of
the auxiliary system.

In this work, we use a Markovian jump system (MJS)
as an auxiliary system to the original plant. Markov
chains are discrete stochastic processes that describe the
evolution of memoryless random dynamical systems, that
is, the future of the process, once the present state is
known, is independent of the past (Oliveira et al., 2017).
Markovian jump systems can be applied to several different
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situations in real life such as economic systems (Svensson
and Williams, 2009), aeronautics (Gray et al., 2000) and
also power systems (Li and Ugrinovskii, 2006).

A Markov chain with time-homogeneous transition prob-
abilities is responsible for changing the mode of operation
of the auxiliary system at each time instant. The addition
of the MJS does not interfere with the original process
dynamics. By doing this, an invader will not be able to
appropriately assess the system to obtain an accurate plant
model and generate attack signals. Since the hacker can
no longer calculate the attack signals that cancel each
other effects, these signals will then generate detectable
disturbances on the auxiliary system outputs. A Kalman
filter for a MJS is used to calculate the signal estimate.
Deviations on the auxiliary system estimate indicate an
attack.

This paper’s main contribution is the use of a well known
class of stochastic systems as an auxiliary system to the
plant which allows for a more structured approach. The
MJS constant switching provides an uninterrupted attack
detection method. The controller is specifically designed
for the MJS, but the standard Kalman filter for time-
varying systems can be used here, as the controller has
access to the variable 6 at time k. One interpretation
is that, for previous time instants £k — 1,k — 2,...,0, the
MJS is “equivalent” to a time-varying system from the
perspective of the controller.

2. PRELIMINARIES
2.1 Cyber-Physical Systems

Cyber-physical systems (CPSs) are networked intelligent
systems embedded with sensors, controllers and actuators
which are designed to interact with the physical world
and human users with the aim of supporting real-time
management and guaranteed performance in safety critical
applications (Sun et al., 2018). These systems have several
applications such as urban water cycle management (Sun
et al., 2018), surgeries performed by robots (D’Auria and
Persia, 2017), aircraft fuel management system (Sun et al.,
2014), more interactive and realistic video games (Wu
et al., 2010) and production lines (Herwan et al., 2018).
A CPS can be structured as shown in Figure 1.

This paper considers that the attack happens through the
network and in a subsystem of a large ICS, such as a
SCADA system. A plant assumed to be a linear discrete-
time system can be mathematically represented as follows:

Ti41 = Az + Bug + Dwy, (1)
yr = Cxp + Buy
for all £k = 0,1,..., where z; € R" is the state vector,
up € R™ is the control input, y; € RP is the measure
vector (observations), wy € R™? e vy € R’ are random
Gaussian noise with zero mean and A, B, C, D and E are
matrices of compatible dimensions.

2.2 Markov chains
In terms of mathematical expression, consider that a

Markov chain is a stochastic process (0x)ren associated
with a probability space where its conditional probability,
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Figure 1. Basic architecture of a CPS. The dotted arrows
in the figure represent analog or fieldbus connections
and the double solid arrows represent the connections
in the control network, which are communication
protocols like Modbus or DNP3, for example. The
black solid line is for video/audio transmission as the
human-machine-interface (HMI) exists so one may
visualize some parts of the ICS software as well as
manually control a few chosen variables.

for all k=0,1,... and for all sequences ig,%1,...,ip4+1 Of
elements in a finite set S = {1,2, ..., s} satisfies:

Prob(9k+1 = ik+1|00 =0, ..., O = i) = (2)
PT’Ob[Qk_H = ik+1|0k = ik).

where Prob(:|-) denotes the conditional probability func-
tion. We consider a time-homogeneous Markov chain with
a transition probability matrix P defined by

PI‘Ob[Qk_H = ]|9k = 7,} = []P)]i%j (3)
where [P]; ; is the element at the i-th row and j-th column
of matrix P.

2.8 Markovian jump systems

A discrete linear MJS is a special class of hybrid and
stochastic systems that exhibits a parameter-switching be-
haviour and is modeled by a set of linear or nonlinear sys-
tems with the transitions between the models determined
by a Markov chain taking values in a finite set Shi and Li
(2015). The MJS can be mathematically represented as:

ZTi+1 = Ao, kTk + Bo, kur + Do, kW )
yr = Cop kT + Eo,, 11Uk,

for all £ = 0,1,..., where z; € R"™ is the state vector,
ur € R™ is the control input, yi € RP is the measure
vector (observations), wy € R™2 and vy, € R? are random
Gaussian noise with zero mean. The parameter matrices
Aok € R™" By, ) € R"™M, Cy, ) € RPX", Dy, 1y €
R"Xm2 Fy . € RP*! are known for each (0, k), where
{0} is a discrete-time finite-state Markov chain with
transition probabilities matrix P = [p;;] € R**® whose
entries satisfy:

Prob[0y41 = j|0k = i] = [pij]
S
Zpij =1,0<p; <1 (5)
j=1
It is assumed that g, wg e vy are mutually independent,
the initial operation modes 6y and the initial state zq are

usually known and y; and 6, are observed at every instant
of time k.
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2.4 Design of the auziliary system

The auxiliary system is designed as a linear MJS with
s > 3 operation modes, one of them being the original
plant. Consequently, the other new operation modes have
to be calculated. The auxiliary system should be stable
and mimic the behaviour of the plant.

A discrete-time, linear MJL is said to be stochastically
stable if 77 ) E[||zx||*] < co when u, wy and vy are all
equal to zero, where EJ||.||] denotes the expected value
(Costa et al., 2005, Theorem 9). As a testable condi-
tion for stability, one can check if there exists symmet-
ric, positive definite matrices Vi,...,V,s such that V; >
ZiESpiinV;V;/7 Vie S.

The matrices Ag quz;, Bo,quz and Cp quz should have sim-
ilar elements, i.e. elements with similar numerical values,
as Asys, Bsys and Cyys. Here we choose the matrices of
the auxiliary system with the same dimensions as their
counterparts in the original plant. In addition, Ay quz
and Agys should have eigenvalues in the same range. To
generate the elements of the matrices, a truncated normal
distribution (TND) as given in Schellenberger and Zhang
(2017) is used.

2.5 System controller and detection system

The controller used in this work was obtained using a linear
quadratic regulator for nominal MJS algorithm developed
by Cerri (2013). The optimal control law is determined by
minimizing the expected value of a quadratic cost function
constrained to the dynamic model in a finite horizon. The
solution is recursive, given by a set of coupled Ricatti
equations and the steps are presented in Algorithm 1,
where Q) € R™2%X™M2 and R;, € R'¥? are positive definite

Algorithm 1 Linear quadratic regulator for nominal MJSs
Initial Conditions: Define x¢, 6y, P, and P, y > 0, V; € ©.
Step 1: (Backwards) Calculate for all k =N —1,...,0:

S
U, gy1 = E P} kv1pij,
=1

Ly = Aj i + Bi 1 Ky,
Kip=—(Rip+ ngqji,kJrlBi,k)iIBZk\I/i,kJrlAi,k7
Py = Afk (Vi k1 — Vi1 Big (Rik

+ Bfk‘l/i,kHBi,k)_1Gz:k‘1’¢,k+1)14i,k + Qi k-

Step 2: (Forward) Calculate for all k =0,..., N — 1:

.
xki—l — Lo, Ty
uy, Ko,k

weighting matrices, respectively. It is important to men-
tion that, from the point of view of the attack designer,
knowledge of the controller is not necessary for the success
of the attack Smith (2011). The detection system proposed
in this paper consists on analysing the difference between
the real output of the auxiliary system and an estimation
given by a Kalman Filter for MJS developed in Cerri
(2013), which the structure is is shown in Algorithm 2. The
presence of significant deviation indicates an attack. State
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estimates are obtained from the minimization of quadratic
functionals using dynamic programming. The procedure
consists of combining the solution of weighted least squares
and penalty functions.

Algorithm 2 Optimal state estimate in predictive and
filtered forms
Initial conditions: Py_; > 0, 9y = 0.
Step & > 0: Calculate for all {Zjy1x; Pey1x}) and
{ @k Pri} according to:
Erjk = Ehjp—1 + Prp—1Cg, 1 (Ri
-1 .
+ Cop ke Pu—1Co, 1) (U — Cop k®rji—1),
Py = Pyjp—1 — Pyji—1Ca, 1 (R
-1
+ Cop kPrje-1C4, 1)~ Cop e Prji—
Try1e = Aoy kT + Boy kUk|k
Pyiije = Qr + Ao,k Pre 4G, k-

3. MAIN RESULTS

The system architecture is structured with an auxiliary
system as shown in Figure 2 including the connections
between the controller and the detection system. The
system dynamics is given as follows:

Lsys,k+1 | _ Asys 0 Tsys,k
Lauzx,k+1 0 Aek,k,aur Lauzx,k 1

Bsys 0 Usys,k ]
+ |: 0 BOk,k,auz:| |:uauz,k_ (6)

+ Dsys 0 Wsys,k ]

0 DOk,k,aur Wauz,k 1
Ysys,k _ Csys 0 Tsys,k
Yauzx,k 0 CQk,k,auac Taux,k

B[] g

0 Eek,k,aux Vauzx,k

where [Agys, Bsys; Csys; Dsys| is the original plant and
[Aek,k,auwaBGk,kﬂuajaCﬁk,k:,auwyDOk}haua:] is the auxiliary
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Figure 2. System architecture for the detection method
proposed.
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A covert attack applied to the system considered in this
work can be represented as shown in Figure 3. The attack
model used here is the one presented in Smith (2011) where
the hacker can only measure and add to existing control
or measurement signals and the calculation of the attack
signals is done through a reference tracking controller. The
hacker is considered to have full knowledge of the system
including the information being transmitted via control
network except for the Markov chain 6. Attack signals
are obtained from the following equations:

La,sys,k+1 — Aa,sys 0 La,sys,k
Ta,aux,k+1 0 Aa,aua; La,aux,k
+ Ba,sys 0 Ua,sys,k
0 Ba,aum Ua,auz,k
Ya,sys,k _ Ca,sys 0 La,sys,k (9)
Ya,auz,k 0 Ca,au;ﬂ La,aux,k
The matrices Aq quz, Ba,aue a0d Cq quz are the attacker
estimate of Ag quz, Bo,auz a0d Cg qug, respectively. There-

fore, the dynamics of the augmented system under attack
are:

Lsys,k+1 _ Asys 0 Tsys,k
Laux,k+1 0 Aak,k,aur Taux,k

+ Bsys 0 Usys,k T Ua,sys,k
0 BOk,k,aum Uauzx,k + Ua,auzx,k

+ Dsys 0 Wsys,k
0 D0k,k,auz Waux,k
(10)

Osys 0 Tsys,k | | Ya,sys,k
0 Cak,k,auz Taux,k Ya,auz,k

+ Esys 0 Vsys,k
0 EGk,k,aux Vauzx,k

(8)
|

ygys,k
yaur,k
(11)
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Figure 3. System under the action of a covert attack with
u;u:c,k = Uquzx,k + Uq,quz,k> U:y&k = Usys,k + Ua,sys,k-

Since the attack is undetectable with the original plant
estimate, only the auxiliary system dynamics is used in
the detection system. Assuming that all operation modes
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of the auxiliary system are observable and asymptotically
stable, for the augmented system under attack, the auxil-
iary system estate estimate is given as follows
i‘auw,k-&-ﬂk = Aék,k,aumfcaum,k\k + Bek,k,aur(uaum,k + ua,au.’r,k)
= AGk,k,aum (*%auz,k\kfl
+ Pk|k—1,au:vcg;,k,au:v (Rk,aux
+ Coy kaua Prlk—1,auzCo, k.auz) - (Yo
- Cek,k,auwjaum,kmfl))
+ Bek,k,auz (uaum,k + ua,au:r,k)
Jauzk = Coy, k,auzLaus,klk—1

where
y;uz,k = Yauz,k — Ya,auzx,k
= Cek,k,auzxaux,k - Ca,auxxa,aua:,k
= OOk,k,aux (Aék,k—l,auwxaua;,k—l
+ Bak,krfl,auw (uauw,kfl + ua,aux,kfl)
+ Dek,kfl,auzwaum,kfl)

- Ca,aurc (Aa,aurl'a,aur,k—l + Ba,aurua,aum,k—l)-

(13)

As the operation of the Markovian jump auxiliary sys-
tem starts, we have Cy quz # Coy.kaue a0d Boguz #
By, k—1,aus and the disturbance generated by the attack

on xauz,kJrl\k: 18

daum,k - y:umﬁk - Qauz,k' (14)
Therefore, a decision logic signal o for the attack detection
is defined as follows

o= 17 if Hdaum,k” > Jth
07 if Hdauz,k” S Jth

where 0 = 1 indicates that the system is under attack
and o0 = 0 indicates that the system is attack free with
a threshold J;, taken as the estimate of the maximum
fluctuation of the disturbance in the attack free case, that
is, Jin = max_ || dauz, k|| The symbol ||| denotes the

a=Y,Ya=

euclidean norm.

(15)

4. SIMULATION RESULTS

In order to show the efficacy of the detection method,
the attack results on the auxiliary system state estimate
are given. An adaptation of a simple numerical example
presented in Do Val et al. (2003) is used, with the matrices
of the plant and the auxiliary systems:

2 1 0
Asys = [—2.5 3.2} » Bays = {1} » Cays =[05 1],

105
Deys = {0.5 0.5] » Boys = [0-1]
T
2 1 0 0.4
Al,aux = |:_43 45:| ) Bl,aux = |:1:| ) Cl,aux = |:09:| )
0.5 2.5
Dl,aux = |:15 05:| ) El,aux [_0 5}
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Azaux = 5% 5%}’B2@“x::[?]’ Cz@“x::[gég}T’
Do = | 7 O-H , B aux = [0.3].

A3,aux = :_2; 3;} aB3,aux = [(1)] ) CS,aux = [0-5 1],
Dosss = [} 53] w011

Note that mode 3 corresponds to the actual plant model.
The attacker is assumed to have perfect system knowledge
at k = 0. The attack starts at £ = 50 and ends at k = 200,
its input signal u,, is calculated as:

Ua,sys,k _ Ka,l 0 Tsys,k
Ua,aux,k 0 Ka,l Lauzx,k

+ Ka,2 0 Tsys,k
0 Ka,2 Taux,k

where K, 1 and K, 2 are the gain matrices of the attacker
reference tracking controller and rgys 1 and 74y 1 are the
reference signals bounded by 0.001. The initial conditions
selected are 0y = 3, Zoys,0 = Tauz,0 = [10.5],%q,5ys,0 =
Za,quz,0 = [ 0.001 0.0005 ]. The threshold is Jy, = 0.001.

(16)

The auxiliary system switches only between operation
modes 1 and 2. The transition probability matrix and the
expression for the next operation modes 641 are :

0.77 0.23
F= [036 064} (17)
041 =1xI(0< Ry <Sp,1) +2xI(Sp,1 <R <1)
(18)

where Ry is a random number 0 < Ry < 1 generated at
instant k, the seed of Ry is the same for the auxiliary
system and the detection system, S is the matrix of
cumulative probabilities obtained from P and I is the
indicator function defined by

1, if ¢ is true
I(e) = { 0, if ¢ is false

The attack results are shown in Figure 4. At k£ = 100 a
Markov chain starts running and it is possible to detect
the influence of the attack on the auxiliary system, while
the effect on the original plant remains stealthy. The
operation modes of the Markov chain is shown in Figure 5.
The disturbance generated by the attack on the auxiliary
system state estimate dgyq 1 is shown and Figure 6. It is
possible to see that, even if the hacker has full information
of the plant parameters, the attack is still detected since
the disturbance is greater than the established threshold.

5. CONCLUSION

(19)

This work presented a method to successfully detect
covert attacks in discrete-time linear systems by using
an observer-based MJS structure. For a hacker with an
initially perfect system model, the attack detection is only
possible after the Markovian jump auxiliary system starts
switching. On the other hand, if the operation modes start
switching at k = 0, it is less likely that the attacker will be
able to assess a viable system model due to the fact that
the system dynamics is always changing and the hacker can
not predict the behaviour of the system with exactitude.
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Figure 4. State estimate for the original plant and the
auxiliary system under the presence of a covert attack.
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the auxiliary system state estimate (orange and grey
lines) before the operation modes start switching.
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Figure 6. Norm of the disturbance on the auxiliary system
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